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Abstract

This study investigates the design of Al agents capable of executing interconnected
enterprise work rather than merely generating textual responses. An agent is defined here
as a software component combining language understanding, knowledge retrieval,
planning, tool invocation, and governed action under permissions and audit trails.

The study adopts a design-science approach to construct an architectural and evaluation
framework for an agent supporting the request-and-task lifecycle in a multi-team operating
environment. The model begins with an unstructured request, extracts missing data,
classifies the service, creates a work record, proposes routing, monitors deadlines, and
raises alerts while preserving final approval and accountability for humans.

The study concludes that enterprise value does not arise from linguistic capability alone,
but from controlling the agent's relationship with data, tools, permissions, and governance.
Testable indicators include classification accuracy, task-creation time, incomplete-brief
rate, recommendation acceptance, preventive interventions, and the proportion of actions

requiring human approval.

Keywords

Al agents, workflow automation, large language models, knowledge retrieval, tool use,

governance, Saudi organizations.

Study scope: An applied conceptual study that uses no data from a named employer. It presents a field-
testable model for Saudi organizations, illustrated through a generic advertising-agency operating system.
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Study Profile and Scientific Contribution

Submission readiness: This edition has been revised as an applied conceptual study suitable for scholarly
submission, with an explicit methodology, stated limitations, and in-text citations in APA 7 style. It does not
claim unmeasured experimental outcomes; it presents a design model that can be field-tested.

Item Description
Study type Applied conceptual research based on Design Science Research.
Central problem The gap between owning multiple digital tools and executing a complete

enterprise process intelligently, safely, and audibly.

Original contribution A six-layer framework connecting channels, understanding, retrieval, planning,
execution, and governance, together with a measurement model and explicit
human-control boundaries.

Unit of analysis The journey of an enterprise request from intake to closure and archiving.

Verifiability The model can later be evaluated through predefined operational, quality, and
governance indicators.

Publication language English, with Arabic contextual terminology and international and Saudi
references.

Scientific and Applied Value

Theoretical contribution Engineering contribution

Distinguishes an enterprise agent from a chatbot Translates agent capabilities into architectural

through planning, tool use, memory, and an layers, execution controls, approval gates, and

execution trace. exception paths.

Management contribution National contribution

Connects the agent to time, quality, and risk Aligns adoption with Saudi Al ethics, data protection,

indicators rather than the number of conversations. and digital-government principles.
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Introduction

Organizations use email, forms, databases, and task-management tools, yet a substantial
share of work still depends on repeated human reading of requests, re-entry of data,
deadline follow-up, and report compilation. This gap does not indicate the absence of
digitization; it shows that systems operate as disconnected islands and that operational
knowledge is not automatically converted into coordinated actions.

Al agents offer an operating layer that combines the understanding of unstructured inputs
with planning and the invocation of digital services. ReAct demonstrated the importance of
integrating reasoning with action, while research on tool use shows that a model can
determine when to call an APl and how to integrate the result into a task (Yao et al., 2023;
Schick et al., 2023). Moving from a research demonstration to an enterprise setting,
however, requires permissions, boundaries, human review, and documentation of every
action.

In Saudi Arabia, this direction is consistent with digital-by-design principles, data
governance, and service-lifecycle management in the Digital Government Strategy
2023-2030, as well as SDAIA's Al Ethics Principles. The study therefore focuses on agent
engineering as a responsible enterprise component rather than a chat interface alone
(Digital Government Authority, 2023; Saudi Data & Al Authority, 2023).

Study premise: An agent should not execute an action merely because the model
proposed it. Execution should occur because policy permits it, evidence supports it, the
audit record captures it, and a human approves it whenever risk is material.
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Research Problem and Scientific Gap

The central problem is the absence of a clear applied framework explaining how the
capabilities of language models can become an enterprise agent that performs useful work
without exceeding permissions or producing decisions that cannot be explained. In many
applications, a chat interface is connected to a knowledge base and called an agent even
though it does not manage workflow state, handle exceptions, or execute tools under
supervision.

The gap appears at three levels. The architectural level concerns how channels, retrieval,
planning, tools, and memory interact. The governance level concerns which actions may be
automated, which require approval, and how rationales are recorded. The evaluation level
concerns how the agent's effect on an end-to-end process is measured rather than
evaluating answer quality alone. NIST recommends managing Al risk through the Govern,
Map, Measure, and Manage functions, which are directly relevant to an auditable enterprise
model (Tabassi, 2023).

Research Questions

» What characteristics distinguish an enterprise Al agent from a conventional chatbot?

» What architecture is required to connect language understanding with knowledge, tools,
and workflow state?

» How should authority be distributed between automated execution and human approval?

» Which performance and risk indicators are appropriate for evaluating the agent in request-
and-task operations?
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Study Objectives

o Formulate a measurable operational
definition of an enterprise agent.

» Propose a six-layer architecture
connecting intake, understanding,
retrieval, planning, execution, and
governance.

« Identify high-value use cases with clear
control requirements.

 Build a matrix of permissions, approvals,
and exception paths.

 Provide indicators for time, quality, risk,
and user acceptance.

Study Limitations
| Limit | Definition

Methodological

Importance of the Study

Traditional automation performs well with
structured inputs and fixed rules, but
becomes weaker when messages are free-
form, priorities conflict, or context must be
interpreted. Agents can address these
spaces, but they also introduce risks such
as hallucination, unauthorized execution,
and data leakage.

The study bridges agent and retrieval
research with enterprise operations,
compliance, and security requirements. It
also gives operations, technology, and

security teams a common design language.

The study is conceptual and design-oriented; it does not report a

randomized experiment or production outcomes.

Technical
Applied

Regulatory
each organization.

The framework is not tied to a particular language model or cloud provider.
The illustrative case is generic and reveals no organization or client data.

The proposed controls do not replace legal, privacy, or security review by
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Methodology

The study adopts Design Science Research, which builds an artifact or model for a practical
problem and then specifies how it can be evaluated. The method followed five steps:
defining the operational problem; reviewing research and regulatory frameworks; deriving
design requirements; constructing the architecture and applied case; and specifying

verification indicators and validity limits.

Sources of Analysis

» Primary research on reasoning and acting, tool use, and retrieval-augmented generation
(Lewis et al., 2020; Yao et al., 2023; Schick et al., 2023).

e The NIST Al Risk Management Framework and the Generative Al Profile (Tabassi, 2023;
Autio et al., 2024).

» Saudi Al ethics and personal-data protection principles.

» Analysis of a generic operating journey covering request intake, brief completion, routing,
follow-up, review, delivery, and archiving.

Design Quality Criteria

Criterion Verification Question
Utility | Does the model reduce repetitive work or increase decision clarity?
Traceability Can the source, executed tool, and approving role be identified?
Safety Does it prevent unauthorized action and include stop and exception
paths?
Measurability Can before-and-after indicators be extracted from the system?
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Theoretical Framework: From Language Model to
Enterprise Agent

A language model generates text from patterns learned in data, whereas an enterprise agent
operates within a loop of objective, state, and tools. The agent receives an event, forms a
representation of the task, retrieves knowledge, proposes a plan, invokes permitted tools, evaluates
the result, and updates workflow state. This loop makes the agent part of the operating system
rather than an external conversational layer.

Component Function Primary Risk Proposed Control

Request Extract client, deadline, Misclassification Confidence score and

understanding deliverable, and clarification when confidence is
requirements. low.

Retrieval Fetch policies, templates, Outdated or unauthorized Approved index, validity dates,
and precedents. source and access control.

Planning Order work steps and Contextually inappropriate Business rules and time/cost
priorities. plan limits.

Tool use Create a task, update Unauthorized execution Allowlisted tools and risk-based
status, or send an alert. approval.

Memory Preserve state, lessons, and | Accumulation of sensitive Data minimization and retention
context. data policy.

Evaluation Check the result before Unreliable self-approval Checklist and human reviewer.

closure.

Retrieval-augmented generation separates institutional knowledge from model weights, allowing it
to be updated and linked to reviewable sources (Lewis et al., 2020). Retrieval still requires
verification because the underlying source itself may be outdated or unauthorized for the user.
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Applied Interface Model

MVP Interface Concept

24  preventive Alerts

Detected before delay

Decision Assistant

Delayed requests were analyzed and
three intervention points were identified
before the end of the day.

Review supporting evidence, ownership, and

the approval path before taking action.

Priority 1: complete the missing brief.

Priority 2: review task allocation.

Priority 3: approve delivery before send.

Quality Indicator

Outputs matching the approved checklist

Intelligent Operations Agent Dashboard

92 Yclassification Accuracy
lllustrative target

38 %Cycle-Time Reduction
lllustrative target

Smart Workflow

Request Intake

cl duplicate, and extract request data

Active

Brief Analysis

Detect gaps and prepare clarification

Active

Task Routing

Recommen

Active
er and internal deadline

Execution Follow-up
Monit

In Review
dependency

Review and Delivery

Check, approve, archive, and learn

In Review

AI Operating
Suite

Dashboard
Requests
Tasks
Knowledge
Reports

Governance

Figure 1. The operational interface used in the applied concept for the intelligent operations agent.

The interface combines three dimensions: measurable indicators, an explicit workflow, and a decision
assistant that does not perform a final high-impact action without an approval policy. The displayed
numbers are design examples rather than field results and must be replaced by live readings during MVP

evaluation.

Interface Element

Classification accuracy

Cycle-time reduction

Preventive alerts

Approval required

Research Meaning

Share of requests correctly classified after human review.

Cases in which delay risk was detected before the deadline.

Difference between average request time before and after the agent.

A visible separation between recommendation and high-impact execution.
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Proposed Architecture

The study proposes six connected layers. The channel layer receives email, forms, and APls. The
understanding layer converts unstructured text into entities, fields, and confidence scores. The
retrieval layer connects requests to policies, templates, and precedents. The planning layer
produces conditional, editable steps. The execution layer invokes a limited toolset. The governance
layer surrounds all others with identity, permission, audit, and risk controls.

1. Channels 2. Understanding

Email, form, API, or an event from an internal system. Entity extraction, service classification, missing-data
detection, and confidence.

3. Knowledge 4. Planning

Retrieval of approved documents with source, date, Step-by-step workflow with stopping and escalation
and validity. conditions.

5. Execution 6. Governance

Limited tools: create task, update field, send alert, or Record identity, inputs, sources, tools, result, and
prepare draft. approval.

Least-Privilege Principle

The agent receives only the tools and permissions required by the use case. Reading is separated
from writing, drafting from sending, and recommendation from approval. This separation limits the
damage radius and enables gradual testing.
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Applied Case: Request and Task Management

The case begins when a message containing a client request arrives. The agent extracts

the client, service type, deliverable, deadline, required files, and constraints. If a critical item

is missing, it does not create a complete task; it prepares a clarification draft for review.

Once the brief is complete, it creates a work record and proposes routing based on

specialization and available capacity.

5

Intake and Validation
Classify the message, detect duplicates, and extract fields with a confidence score.

Brief Completion
Compare inputs with the service template and generate focused clarification questions.

Routing and Scheduling
Propose the owner and internal deadline without imposing a decision on the operations
manager.

Preventive Follow-up
Monitor progress and raise explainable delay risk before the deadline.

Review and Closure
Assemble a checklist, link the final version, and archive decisions and lessons learned.

The agent does not replace the operations manager. It reduces repetitive coordination and

provides earlier visibility, while people retain priority decisions, final allocation, and delivery

approval.
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Governance and Data Protection

The agent processes messages and files that may contain personal or commercially sensitive data.
The desigh must therefore implement purpose limitation, data minimization, accuracy, limited
retention, integrity, confidentiality, and accountability principles reflected in the Saudi Personal
Data Protection Law guidance (Saudi Data & Al Authority, 2023).

Risk
Hallucination
Unauthorized
execution
Data leakage

Bias

Overreliance

Example

Adding a deadline or condition
not present in the request.

Control

Require a source, display confidence, and block writing

when evidence is absent.

Sending a message or changing a

deadline without approval.

Transmitting sensitive content
an external service.

Routing work unfairly.

Accepting a recommendation
without critical review.

Approval gate, separation of draft from send, and

immutable audit log.

to

Data classification, minimization, and an approved

provider policy.

Transparent allocation rules and periodic outcome
review.

Show rationale and source and support documented
rejection.

The NIST Al RMF structures risk management through Govern, Map, Measure, and Manage, while
the Generative Al Profile addresses fabricated content, privacy, and information integrity (Tabassi,
2023; Autio et al., 2024). The framework translates those principles into testable technical and

procedural controls.
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Evaluation Framework and Expected Analytical
Outcomes

The study does not present experimental results. It defines design hypotheses and indicators to be
tested through a controlled MVP, using a pre-implementation baseline and a pilot period with
manual review of an agent-decision sample.

T1 Q1 R1

Average request-classification Classification accuracy and Actions stopped by
time field completeness governance
Indicator Measurement Method . Desired Direction
Task-creation time ' From request arrival to a workable task record. ‘ Decrease
Incomplete briefs . Requests that entered execution with a critical gap. . Decrease
Routing accuracy . Recommendations accepted by the operations . Increase, with fairness
manager without change. monitoring
Effective preventive alerts | Alerts followed by intervention that prevented delay. | Increase, then stabilize
Human rejection rate . Agent proposals rejected with a recorded reason. . Not targeted at zero; used

for improvement

Incidents or violations Unauthorized actions or data disclosure. Zero

The main analytical conclusion is that the agent must be evaluated across the whole process.
Linguistic answers may be excellent while the enterprise system still fails if review burden rises,
sources are hidden, or an unauthorized action is executed.
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Discussion

The model shows that enterprise-agent engineering combines software engineering, operations
management, and data governance. The agent depends on template quality, consistent state
definitions, correct permissions, and an up-to-date knowledge base. Purchasing a more capable
language model cannot repair undocumented processes or contradictory data.

The architecture is consistent with ReAct and Toolformer in showing that value emerges when the
model interacts with an environment and tools, but extends that work by adding approval policies
and an enterprise record. RAG grounds knowledge while still requiring approved, current
documents. From a management perspective, employee expertise becomes reusable rules,
checklists, and decision rationales rather than remaining scattered tacit knowledge.

Management Implications

» Assign a product owner who connects operations, technology, security, and compliance.

» Redesign work before automating it; do not transfer unnecessary steps to the agent.

» Train users to critique recommendations and record reasons for acceptance and rejection.

» Adopt a staged release: read, then draft, then low-risk execution, then controlled expansion.

Conclusion: A successful agent is not measured by maximum autonomy, but by the
benefit it creates within an acceptable risk level and clear human accountability.
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Proposed Implementation Roadmap

Preparation - 4 to 6 weeks
Document the current journey, data dictionary, templates, permissions, and indicator
baseline.

Reading and Drafting Assistant - 6 to 8 weeks
Classify requests, extract fields, and prepare drafts without automatic writing to
production systems.

Low-Risk Execution - 8 to 12 weeks
Create tasks or update defined fields after approval, with complete logging and rollback
tests.

Evaluation and Expansion
Compare indicators, analyze error and bias, and add use cases only after acceptance
criteria are met.

Transition Gates

- €, +966 531910792

@ www.dsopstack.online

Gate Condition for Progress
Quality Classification accuracy meets the approved threshold on an
independently reviewed sample.
Safety No unauthorized execution or data leakage.
Value Material improvement in cycle time or coordination burden.
Adoption Users understand rationales and can reject and escalate
recommendations.
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Conclusion and Recommendations

The study presents a framework for engineering an enterprise Al agent that connects
language understanding, knowledge, planning, and tools while placing governance around
the complete execution cycle. It clarifies the difference between a system that generates an
answer and a system that manages workflow state and leaves an auditable trace.

Organizations should begin with a limited use case that has available data, low risk, and a
clear performance indicator. Drafting should be separated from sending, reading from
writing, and recommendation from approval. Every action should be connected to the user,
source, tool, and policy. A privacy and information-security assessment should precede

production integration.

Future Research Agenda

» Conduct a quasi-experimental field study comparing the baseline and MVP over a defined
period.

» Measure how explanation and confidence influence user acceptance and calibrated trust.
 Study routing fairness when workload and historical-performance data are used.
 Test locally hosted or Saudi-deployed models for sensitive-data use cases.

o Compare single-agent and multi-agent architectures in complex operations.

Originality statement: This is original research writing based on literature analysis and a
generic applied design. It includes no confidential data, named organizations, or
fabricated field results. Any later experiment should be disclosed and approved under the
organization's policies.
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